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Intel AT Anti-theft Responses

Technician sends a 

   “poison pill,” which disables the laptop. 

   Enable the laptop to 

   disable itself, even if it is 

   not reported stolen.
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If the laptop is returned, 

   the user enters a previously set passphrase

   into a special pre-logon screen.

Service Desk technician 

   generates a single-use alphanumeric key 

   and sends it to the laptop to 

   restore the data and platform 

   to its original state.

User contacts the Service 

Desk to report 

a stolen laptop.

Figure 1. Intel® Anti-Theft Technology (Intel® AT) can help detect theft and disable a laptop if it is lost or stolen.
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TEST SETUP AND CONFIGURATION

Activation. 

Configuration. 

Enrollment. 

FEATURE EVALUATION SUMMARY

Poison pill. 

Local grace timer. 

Local rendezvous timer. 

Local passphrase. 

Recovery token. 

Local Grace Timer
Enables the laptop to disable itself in the event of 

suspicious activity, such as excessive attempts to log on 

to the network or a longer-than-usual amount of elapsed 

time before credentials are entered.

Local Rendezvous Timer
Enables the laptop to disable itself if the laptop does not 

log on to the network within a set period of time.

A Service Desk technician 

a user's laptop. If the laptop 

is lost or stolen, it can 

disable itself.

User Laptop
Programmable responses can include:

    deleting a critical encryption key stored on 

    the chipset.

     blocking the boot process.

    and the data.

Service Desk

Figure 2. Intel® Anti-Theft Technology allows Service Desk technicians to set flexible, policy-based responses to laptop theft.



Conclusion

For More Information
To learn more and watch an Intel AT demo, 
visit www.intel.com/technology/anti-theft.
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For more straight talk on current topics from Intel’s IT leaders, 
visit www.intel.com/it.

www.intel.com/technology/anti-theft
http://news.cnet.com/Getting-over-laptop-loss/2100-1044_3-6089921.html%20
http://www.intel.com/it

